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Cloud systems are the backbone of today’s computing indus-
try. Yet, these systems remain complicated to design, build,
operate, and improve. All these tasks require significant man-
ual effort by both developers and operators of these systems.
To reduce this manual burden, in this paper we set forth a
vision for achieving holistic automation, intent-based system
design and operation. We propose intent as a new abstraction
within the context of system design and operation. Intent
encodes the functional and operational requirements of the
system at a high-level, which can be used to automate design,
implementation, operation, and evolution of systems. We
detail our vision of intent-based system design, highlight its
four key components, and detail the necessary challenges
that the community must address to ensure reliability and
efficiency with intent-based systems in practical settings.
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1 Introduction

Cloud-based services are systems that are deployed in pub-
lic cloud, run continuously, and are in a constant cycle of
development and operation. These systems are typically dis-
tributed, have many components, and are always evolving.
They have increasingly adopted a microservice architec-
ture [13, 14, 22, 23], where each of these components are
loosely coupled, can be developed separately using different
libraries and frameworks, and scaled independently.

Full automation of cloud systems has been a long standing
goal for developers and operators. However, despite the per-
sistent need, automation of the design, building, operation,
and maintenance [17, 19] of these systems has been elusive
for multiple reasons. First, designing systems is a long and
arduous process which requires correctly handling a myriad
of complex and intertwined requirements [20]. Second, there
has been a lack of standardization and a dearth of available
tooling that can allow developers to fully offload tasks. Third,
cloud systems tend to be large and complex which prevents
easy operation and understanding as it is impossible for any
single operator to have full insight into the operational con-
text of the system [17, 19]. Fourth, the environment in which
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systems operate is continuously changing but the systems
are not designed to be easily reconfigurable [5].

We believe that we are now on the cusp of achieving the
elusive goal of automation. This is for two reasons. First,
there has been a confluence of standardization and automa-
tion tools, such as Kubernetes for deployment, maintenance,
and convergence of systems to desired states [33]; Open-
Telemetry for monitoring and observability via logs, traces,
and metrics; and automatic bug-finding and verification
tools that can be utilized in both development and produc-
tion [9, 11, 15]. Second, the recent rise of Large Language
Models (LLMs) has provided developers and operators with
increasingly sophisticated automatic coding and code un-
derstanding tools through compound Al systems [36] and
autonomous agentic systems [7]. This is particularly visi-
ble with tools like Lovable [30] and AutoBE [32] which can
generate designs and implementations of backends from
functional requirements. However, these tools only focus on
the functional aspect of systems and do not incorporate the
operational aspects of the system.

For cloud systems to fully embrace automation across all
aspects, systems need to be able to automatically carry out
actions according to the user’s intent. To do so, we extend the
idea of intent-based networking [12], where the network au-
tomatically configures itself to meet operators’ intent, to the
broader context of cloud systems by combining automation
tools with the generative capabilities of LLMs.

In this paper, we introduce our vision of intent-based self-
managing cloud systems and enlist all the practical chal-
lenges we would need to solve for the adoption of these
systems. Our goal is to enable users to specify high-level
intents for the system, and have the system automatically
designed, developed, and operated. We envision that the cre-
ators and operators of cloud systems will be able to describe
at a high level their functional and operational intent for
the system, and automatic, intelligent tools will be able to
design, implement, and test the system, while integrating the
monitoring necessary to operate the system within desired
availability, reliability, and safety constraints. We enlist the
current roadblocks and challenges that the community must
solve to adopt intent-based cloud systems in practice.

2 Intent for Cloud System Design

We introduce intent [12] as a high-level abstraction within
the context of system design and operations. Intent repre-
sents the potentially changing functional and operational
requirements of the system from the user. Figure 1 illustrates
the proposed components for a intent-based cloud system.
The proposed components include automated design, auto-
matic operation, and continuous improvement of systems.
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Figure 1: Intent-based cloud system components

Design a hotel reservation app as microservices. The
app should allow searching for hotels near a location,
search for activities near hotel, reserve and pay
for a hotel room, read and write reviews about the
hotels, and manage user's data.

Figure 2: Functional Intent Example

The app should have timely responses under high load
and maintain a 100ms 99th percentile latency.

Figure 3: Operational Intent Example

Intent Types. We propose that there exist two broad classes
of intent. First, functional intent represents the feature re-
quirements of the system. These include the functional re-
quirements, security requirements, as well as design require-
ments. Figure 2 shows an example functional intent for a
hotel reservation application. Second, operational intent rep-
resents the operating properties of the system which is used
to derive the system SLA as well as metrics and monitors
for gaining detailed insights into system behavior, ways to
detect deviations from intended behavior, and strategies for
mitigating issues and incidents. Figure 3 shows an exam-
ple operational intent for an application. To accommodate
changes to systems over time, we define the desired changes
in the functional and operational intent as refinement intent.
Refinement intent represents the delta between the initial
intent and the new intent and is used for automatically im-
proving the system.
Manifesting Intent. Currently, developers and operators
manifest intent in cloud systems as part of the software de-
velopment lifecycle (SDLC). SDLC is commonly divided into
six phases [2] - (i) requirements engineering to extract de-
sired features, (ii) prioritizing features and estimating effort,
(iii) designing the system, (iv) implementing the selected
design, (v) testing and productizing to ensure correctness,
(vi) deploying and maintaining the system.

As part of the SDLC, the functional and operational intent
are extracted during the requirements engineering phase and
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converted into concrete actions manually taken by develop-
ers and operators through the other phases of the SDLC.

Instead of manifesting intent manually, we instead pro-
pose a human-in-the-loop approach for automating different
phases of the SDLC to reduce the manual burden on devel-
opers and operators. Our human-in-the-loop approach uses
LLMs to generate concrete actions that are then applied on
the target system via automation tools

3 Intent-based self-managing cloud systems

In typical design and implementation of cloud systems, devel-
opers and operators manually manifest intent for four high
level tasks. In this section, we detail an LLM-based approach
for automating intent manifestation for these four tasks.

3.1 Automated Design

Developers often struggle with designing distributed systems
because it requires managing the complexities of multiple
independent moving pieces while ensuring the correctness,
performance, and reliability of the system. To alleviate the
manual effort on developer, we propose using LLMs to con-
vert the intent of the users, provided as user requirements,
into concrete implementations.

Requirements. To generate a reliable, effective design of a
distributed system, there are three different classes of require-
ments that a automatically generated system must provide.
First, correctness guarantees, which include correctness with
respect to user requirements, test suites, and formal speci-
fications of the system. Second, explainability guarantees:
the generated code must be understandable by humans and
should provide more artifacts that can be used by developers
to gain insights into the system. Third, performance guar-
antees, which may include scalability, SLOs, and absence of
emergent misbehaviors [10, 24, 31].

Use Case: Automated Microservice Design. Microser-
vices are a pervasive design architecture commonly used for
developing modern cloud systems [13, 14]. Due to their im-
portance, there has been a growing interest in automating the
generation and deployment of microservice systems [1, 5, 18].
To make it easy for generating microservice implementa-
tions, we are building Cerulean [6], a human-in-the-loop
system that combines the generative capabilities of LLMs to
generate the business logic of the system and then converts
the business logic of the system into input specifications of
Blueprint [5]. Cerulean proposes a hierarchical generation
procedure that decomposes the system generation process
into multiple steps at different levels of abstraction of the
system design process including high-level design, low-level
design, and unit-test generation. This process decomposes
the functional intent and iteratively converts the intent into
specific design choices of the system.
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3.2 Real-Time Context Awareness

We define Real-time context awareness as the ability of the
system to continuously and accurately understand its current
operational state and the context in which it operates. This
understanding is essential for the system to make informed
decisions and take appropriate actions to meet the user’s intent.
Requirements. To achieve effective real-time context aware-
ness, it is essential to have comprehensive observability that
covers different aspects of the system, including performance
metrics, logs and traces. Cloud systems generate a large
amount of data. It is crucial to understand the intent and use
it a guiding principle to filter the relevant data.

Key Idea. To provide a cloud system the ability to contin-
uously and autonomously comprehend its state and opera-
tional environment in alignment with the user’s specified
intent, we combine advanced monitoring techniques with
LLMs. By correlating the different sources and forms of run-
time data, we create a unified representation of the system’s
operational state. This representation is then connected with
the system’s domain knowledge (e.g., code, documentation)
to generate the system context.

Context. Context represents the current operational infor-
mation of the system comprising both runtime information
and domain knowledge. Runtime information includes met-
rics, logs, traces, and monitors. Domain knowledge includes
code, documentation, and operational guidelines such as
troubleshooting guides. The real-time context awareness
framework provides the intent-related contextualized and
summarized knowledge for analyses tasks.

3.3 Autonomous Operation

Systems are composed of many different components at dif-
ferent layers. Operating a system is a complex task.
Requirements. To effectively operate a system based on
the user’s intent, it is essential to have a clear definition
of the desired state, the operations and their outcomes and
constraints. This requires a comprehensive understanding
of the system’s state and environment as well as the ability
to anticipate potential deviations from the desired state, and
to identify and mitigate these issues.

Key Idea . To fully automate system operation, we translate
operational intent provided by the user into an ops model that
is used to automate the system operation. We combine the
model with the real-time insights from the context compre-
hension component, which enables the system to anticipate
potential issues, automate decision-making, and execute op-
erational tasks with minimal human intervention.

The ops model defines the desired state of the system and
identifies and prioritizes the potential risks and vulnerabili-
ties in the system operations to SLAs. It formalizes the set
of observability (metrics, monitors, logs, traces) required to
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identify and diagnose potential issues and defines the set of
mitigations and countermeasures to be taken in case of fail-
ures. The ops model evolves over time as the system evolves
and the operational intent changes.

Use Case: Automated Incident Management. Current
cloud providers rely on human intervention guided by trou-
bleshooting guides (TSGs) to mitigate and resolve incidents.
Automating the execution of TSGs can significantly reduce
the time to mitigation (T'TM) and reduce the burden of SREs.
For example, we have built Llexus [28], a tool that auto-
mates the execution of TSGs by using LLM agents to produce
executable plans from a source TSG. Llexus uses human-
generated troubleshooting guides to create executable plans.
These plans are executed when new incidents occur, enabling
automatic mitigation and resolution of issues in cloud ser-
vices. We envision that leveraging the ops model along with
real-time context comprehension can provide a powerful
framework for automating incident management in cloud
services by generating actionable instructions. L1exus can
further use these instructions to generate executable plans
and automatically mitigate and resolve possible issues that
might happen to the system.

3.4 Continuous Improvement
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Figure 4: System improvement with Hierarchical Generation

As the system executes, there can be deviations from in-
tent due to several causes. There can be many reasons for
intent violation, including unseen bugs, changes in work-
loads, metastable failures [10], or changes in the intent. We
need the system to automatically detect intent violations and
adjust itself, either by changing configurations, fixing the
code, or redesigning parts, or the whole of, the system.

We detect intent violations by coupling the functional
and operation intents, at different levels, with the real-time
context awareness to generate the refinement intent. We
then address the refinement intent either by dynamically
re-configuring the system [4, 34] or by re-designing the sys-
tem at the desired abstraction level using Cerulean. Figure 4
depicts the continuous improvement process that uses hier-
archical generation process from Cerulean to continuously
re-generate implementations of the system.
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4 Adoption Challenges

The realization of fully autonomous intent-based systems ne-
cessitates research advancements in several areas. We outline
the key challenges and directions to achieve this vision.
Quality of Intent. The quality of the user-specified intent
dictates the efficacy of the underlying system. Specifying
good-quality intent is almost entirely dependent on the pro-
cess of requirement engineering and elicitation [21, 35]. How-
ever, it remains unclear at the moment as to the level of detail
and precision that the user-specified intent must meet in or-
der to provide a good quality system. Ensuring high-quality
of intent from the users might require developing future
language-specific abstractions to aid the users in succinctly
describing their intent. One possible of achieving this could
be to leverage Paralegal’s abstractions [3] to restrict the user-
provided intent to first-order logic stylized English.
Manifesting Intent. It is crucial to help users specify, refine,
and understand their intent, balancing specificity, ambiguity,
and user-friendliness. The goal is to minimize user burden
while efficiently translating intent into service and operation
models. It is also critical to keep the users engaged, instead of
just pressing ‘yes’ in key human-in-the-loop moments. This
is also an active area of research for Intent-Based Networking
systems [26].

Intent Lifecycle Management. Functional and Operational
requirements evolve over time. Consequently, the functional
and operational intents of the system must also evolve to
avoid drifting away from the desired requirements of the
system. This is akin to how formal specifications of systems
can deviate from the actual implementations. Just like how
specifications must-be kept up-to-date, the intents must also
be kept up-to-date. This adds additional burden onto the
users and developers.

Providing accurate context. The outputs of LLM is directly
dependent on the quality of the information provided as
context in the input prompt. Cloud systems tend to be large in
size spanning thousands of lines of code and documentation,
generating billions of traces [27], and PetaBytes of logs [29]
per day. Extracting relevant information to serve as context
for inputs to the LLM is a challenging task that requires
precision. Incorrect instructions can lead to catastrophic
consequences like deletion of in-production databases [16].
Action Selection. LLMs suffer from instruction inconsis-
tency [25], in which LLMs deviate from user directives. This
deviation can lead the LLM to misinterpret the user’s intent
and select inappropriate actions. The problem of selecting
the correct action is exacerbated by the large number of po-
tential actions in large-scale cloud systems. Moreover, certain
actions selected by the LLM might require changing the sys-
tem online. This requires the systems to dynamically adapt
while still running without requiring bringing the system
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offline. The system needs to have the ability to dynamically
reconfigure itself and continuously update and adapt.
Reliability and Correctness. LLMs are well known to suf-
fer from hallucinations [25] that lead to correctness issues
in their output. Additionally, LLMs struggle with numerical
and logical reasoning tasks leading to factually incorrect or
inconsistent output. The output quality issue is further com-
pounded for code generation tasks as the knowledge base
of LLMs may consist of buggy, incorrect, or poorly written
code. Ensuring the reliability of their outputs requires robust
verification mechanisms and careful human oversight.
Explainability. Human operators must be able to verify
and understand the rationale behind the actions selected
by LLMs to ensure they align with the user intent. This
requires implementing mechanisms for clear documentation,
justification of actions, and validation processes to build
trust and enable effective oversight. Failure to do so can
cause unforeseen issues and monetary loss [8].

Handling Model Drift. The underlying large language mod-
els used by various components may independently evolve
over time. As a result, the quality of the outputs and the se-
lected actions may vary leading to less than optimal system
designs and operating conditions.

Debugging & Observability. Like any software, these sys-
tems will also suffer from bugs. Thus, there needs to be
adequate frameworks and tooling that can help users find
bugs in these systems. This is especially challenging as these
systems are inherently non-deterministic due to the under-
lying non-deterministic models and consequently cannot be
exhaustively tested in development.

5 Conclusion

We presented a vision for an intent-based cloud system de-
sign and operation that aims to enable fully autonomous
systems that can understand, design, operate, and improve
themselves based on user intent. We believe that such a grand
vision would require multiple research communities to ex-
plore solutions in tandem to address these challenges and
lead to a new class of systems and services equipped with
improved productivity, reliability, and maintenance.
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